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 What data exists that can tell us where a person(or device) is at a 
given time?

 Where is it stored? (Third party data)

 How can we interpret it, and how accurate is it?

 How do investigators use this data?

Location Data



 Location Information in the Cloud
 Example Google Location History

Location Data: What Is Out There



Google Takeout

Location Data: What Is Out There



Location Data: What Is Out There



 Location Information – Mobile Devices
 Mobile devices - Phones, tablets, GPS and other mobile devices

Location Data: What Is Out There



 EXIF DATA

Location Data: What Is Out There



 Location Information

Location Data: What Is Out There



 Social Media

Location Data: What Is Out There



 Information maintained by cellular service providers
 Call Detail Records (CDR)

Location Data: What Is Out There



 Most antennas have 3 sides
 Each side of the antenna has an azimuth and 

beam width
 Cell phones will usually connect to the closest 

cell site
 If the cell site is busy the phone can connect 

to the next tower

Cell Towers



Photo from mellomikeswolfcreekcamper.blogspot.com Photo from emfnews.org

Cell Towers



Cell Towers



• Coverage depends on a variety of factors:
– Equipment and Configuration

• Population & Density

– Frequency
– Terrain
– Buildings

Cell Towers



 Information maintained by cellular service providers
 Call Detail Records  (CDR)

Location Data: What Is Out There



 Where was someone at any point in time? 
 How fast was someone travelling? What route did they take?
 Call Detail Records (CDR)

Location Data: What Is Out There



 Call Detail Records (CDR) – TEXTING WHILE DRIVING

Location Data: What Is Out There



 More accurate – GPS
 Still directly from phone company
 Not historical data – happening NOW
 Latitude & Longitude

“Pinging” with GPS



Current State of Affairs in Law

Where is the law now?



Current State of Affairs in Law

Stored Communications Act
(c) Records concerning electronic communication service or remote computing service.—

(1) A governmental entity may require a provider of electronic communication service or remote 
computing service to disclose a record or other information pertaining to a subscriber to or customer of 
such service (not including the contents of communications) only when the governmental entity—

(A) obtains a warrant issued using the procedures described in the Federal Rules of Criminal Procedure 
(or, in the case of a State court, issued using State warrant procedures) by a court of competent 
jurisdiction; [or]

(B) obtains a court order for such disclosure under subsection (d) of this section; * * *

(d) Requirements for court order.-- A court order for disclosure under subsection . . .  (c) may be 
issued by any court that is a court of competent jurisdiction and shall issue only if the 
governmental entity offers specific and articulable facts showing that there are reasonable 
grounds to believe that the . . . records or other information sought, are relevant and material to 
an ongoing criminal investigation. * * *
18 U.S.C. § 2703



Current State of Affairs in Law

Stored Communications Act 18 u.s.c. 2703
LINK: Stored Comm. Act

https://cornerstonediscovery.com/_public/FCLC/18%20USCS%20_%202703.pdf

https://cornerstonediscovery.com/_public/FCLC/18%20USCS%20_%202703.pdf


Current State of Affairs in Law

Arguments in Carpenter v. United States
LINK: Oral Argument Transcript
https://cornerstonediscovery.com/_public/FCLC/U.S.%20v.%20Carpenter%20-
%20Oral%20Arg.pdf

LINK: 6th Cir. Opinion in Carpenter
https://cornerstonediscovery.com/_public/FCLC/U.S.%20v.%20Carpenter%20-
%20Opinion.pdf

https://cornerstonediscovery.com/_public/FCLC/U.S.%20v.%20Carpenter%20-%20Oral%20Arg.pdf
https://cornerstonediscovery.com/_public/FCLC/U.S.%20v.%20Carpenter%20-%20Opinion.pdf


Current State of Affairs in Law

Briefs in Carpenter v. United States
LINK: Brief for US
https://cornerstonediscovery.com/_public/FCLC/16-402-bs-US.pdf

LINK: Brief for Petitioner
https://cornerstonediscovery.com/_public/FCLC/16-402-ts.pdf

https://cornerstonediscovery.com/_public/FCLC/16-402-bs-US.pdf
https://cornerstonediscovery.com/_public/FCLC/16-402-ts.pdf


Current State of Affairs in Law

3rd Circuit’s opinion in In re United States for an 
Order Directing Provider of Elec. Commun. Serv. 
to Disclose Records to the Gov’t, 620 F.3d 304
LINK: Case
https://cornerstonediscovery.com/_public/FCLC/620%20F.3d%20304.pdf

https://cornerstonediscovery.com/_public/FCLC/620%20F.3d%20304.pdf


Current State of Affairs in Law

3rd Circuit’s opinion in United States v. Stimler, 
864 F.3d 253
LINK: Case
https://cornerstonediscovery.com/_public/FCLC/864%20F.3d%20253.pdf

https://cornerstonediscovery.com/_public/FCLC/864%20F.3d%20253.pdf


Current State of Affairs in Law

N.D. Ca.’s opinion in In re Tel. Info. Needed for a 
Crim. Investigation, 119 F. Supp. 3d 1011.

LINK: Case File
https://cornerstonediscovery.com/_public/FCLC/In%20re%20Tel.%20Info.%20Needed%20for%2
0a%20Crim.%20Investigation_%20119%20F.%20Supp.%203d%201011.pdf

https://cornerstonediscovery.com/_public/FCLC/In%20re%20Tel.%20Info.%20Needed%20for%20a%20Crim.%20Investigation_%20119%20F.%20Supp.%203d%201011.pdf


Pretrial Motion Litigation
LINK: 2703 Order
https://cornerstonediscovery.com/_public/FCLC/2703(d)%20Order.pdf

Practical Impact in Court

https://cornerstonediscovery.com/_public/FCLC/2703(d)%20Order.pdf
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